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DIAGNOSTIC RADIO FREQUENCY IDENTIFICATION SENSORS AND 

APPLICATIONS THEREOF 

CROSS REFERENCE TO RELATED APPLICATIONS 

[0001] This application claims priority to U.S. Provisional Application 60/539,419, 

filed on January 27, 2004, which is incorporated herein by reference in its entirety. 

TECHNICAL FIELD 

[0002] The present invention generally relates to radio frequency identification 

(RFID) tags, and more specifically to a system having RFID tags that include 
diagnostic sensors, wherein the RFID tag and sensor are accessible by a wireless 
device such as a modified cell phone with a multi-protocol reader capability. 

BACKGROUND 

[0003] The conventional radio frequency identification (RFID) tag systems include an 

RFID tag that transmits data for reception by an RFID reader (also referred to as an 
interrogator). In a typical RFID system, individual objects (e.g., store merchandise) 
are equipped with a relatively small tag that contains a transponder. The transponder 
has a memory chip that is given a unique electronic product code. The RPID reader 
emits a signal activating the transponder within the tag through the use of a 
communication protocol. Accordingly, the RFID reader is capable of reading and 
writing data to the tag. Additionally, the RFID tag reader processes the data 
according to the RFID tag system application. Currently, there are passive and active 
type RFID tags. The passive type RFID tag does not contain an internal power 
source, but is powered by radio frequency signals received from the RFID reader. 
Alternatively, the active type RFED tag contains an internal power source that enables 
the active type RFID tag to possess greater transmission ranges and memory capacity. 
The use of a passive versus an active tag is dependent upon the particular application. 

[0004] Accordingly, RFID tag systems have found use in a variety of applications. 

RFID tag system applications include animal identification, beer keg tracking, and 
automobile key-and-lock, anti-theft systems. Although the conventional RFID tag 




systems have been used in a variety of applications, the conventional systems have 
several disadvantages. 

[0005] • . A first disadvantage includes the inability of a RFID reader to communicate 
through the use of multiple protocols. In particular, the conventional RFID reader is 
capable of reading only those RFID tags that the RFID reader is programmed to read. 
That is, the RFID reader is adapted to communicate only through the use of a pre- 
programmed protocol. Consequently, the conventional RFID readers are incapable of 
automatically updating or changing protocols. Thus, the current RFID readers are 
unable to communicate with RFID tags having a comunication protocol that differs 
from the RFID reader pre-programmed protocol. A second disadvantage includes the 
inability to conveniently monitor objects containing the RFID tag from virtually any 
location. A third disadvantage of conventional RFID tag systems is the inability of 
wireless devices, such as cellular telephones and personal digital assitants (PDAs), to 
be used as RFID readers/interrogaters. The ability to interrogate RFID tags with 
conventional wireless devices would provide a convenient method of accessing and/or 
analyzing data obtained through the use of the RFID tag. Yet another disadvantage is 
that conventional RFID tag systems are incapable of cost effective, efficient and 
convenient monitoring of the physical, biological, and chemical characteristics of a 
person. For example, the conventional systems do not enable the detection of given 
biomarkers, pathogens, chemicals or other hazards, near or experienced by a person. 

[0006] The embodiments described herein were developed in light of these and other 

disadvantages of known RFID tag systems. 

BRIEF SUMMARY 

[0007] This invention is directed to a system and method for low cost wireless 

diagnostics using modified radio frequency identification (RFID) tags that are 
combined with novel types of diagnostic sensors. A further aspect of this invention is 
that the diagnostic sensors can be read and analyzed on the spot by low cost wireless 
devices such as modified cell phones that incorporate multi-protocol RFID reader and 
communication standards such as Gen-2. The technology allows a modified cell 
phone to be used to directly identify external threats or to perform almost any type of 
diagnostic test on a single platform using low cost disposable passive RFID-sensors. 
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The reader capabilities of a modified personal wireless device may also include other 
reader protocols such as Bluetooth, Zigbee or EEEE 1073 and read virtually any type 
of active or passive sensors, resulting in a new class of wireless readers that are truly 
universal and flexible to control virtually any application or provide a means for 
analyzing any type of sensor, including diagnostic sensors. 

[0008] Accordingly, a diagnostics system is disclosed that includes a flexible patch 

having an adhesive portion that is adapted to be positioned on a surface. A radio 
frequency identification (RFID) tag and sensor module is integrated with the patch. 
The RFID tag and sensor module includes at least one antenna, an RFID electronic 
chip, and at least one sensor. The RFID tag may be either passive or active. 
Furthermore the technology described here does not need to be limited to RFID and 
may also be applied to other wireless interrogation protocols and chip technologies 
such as Bluetooth, Zigbee or other emerging technologies. For the sake of clarity 
RFID is used in this patent application but it is understood that RFID, Bluetooth, 
Zigbee or other similar technologies may be used interchangeably. 

[0009] The RFID tag and sensor module responds to a stimulus by wirelessly 

transmitting and receiving, through the -use of the antenna, signals that correspond to 
the stimulus. A wireless RFID reader is included that is adapted to communicate, 
through the use of multiple protocols, with the RFID tag and sensor module. 
Additionally, the RFID reader is adapted to read and analyze virtually any RFID tag 
and sensor module. As such, the RFID reader is adapted to retrieve the electronic 
identification of a tag and sensor module and download software that enables reading 
and analyses of the tag and sensor from a database. The RFID reader is also capable 
of communicating over a network through the use of multiple communication 
protocols. In one embodiment, the RFID reader is a cellular telephone. The 
diagnostics system may also include a remote storage/data access unit that remotely 
stores data transmitted and/or received by the RFID tag and sensor module and the 
RFID reader. A remote wireless device is also disclosed that enables access to the 
RFID tag and sensor module, the RFID reader, and the remote storage/data access 
unit from virtually any location. 

[0010] Additionally, a method of transmitting and remotely analyzing data from a 

RFID tag and sensor module is disclosed. The method includes the step of activating 
the RFID tag and sensor module through the use of a wireless RFID reader. A second 
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step includes receiving data from the RFID tag and sensor module, wherein the data 
includes RFID tag identification information. An additional step includes 
transmitting the received data to an external remote storage/data processing unit 
through the use of a network. Yet another step includes processing the data through 
the use of the remote storage/data processing unit. As indicated above, in addition to 
RFID technology, Bluetooth or similar technology may also be used as an alternative, 
whereby the cell phone is Bluetooth equipped and may power a remote RF diagnostic 
sensor that is Bluetooth compatible. 

[0011] An immunoassay test strip for use in conducting diagnostic measurements is 

also disclosed. The immunoassay test strip includes a substrate and at least one test 
area located on the substrate for capturing antigens. Additionally, the immunoassay 
test strip includes a RFID tag and sensor module integrated with the substrate. The 
RFID tag and sensor module is adapted to sense and transmit signals that correspond 
to the antigens captured by the at least one test area. 

[0012] Another method is disclosed for manufacturing a pathogen-specific RFID tag 

and sensor module. The method includes the steps of providing a substrate and 
printing conductive leads on the substrate, wherein the conductive leads define a 
sensor area. The method also includes printing a protective cap doped with a material 
that is sensitive to the enzymatic action within the sensor area. Furthermore, the step 
of printing an antenna on the substrate is included. Accordingly, the method includes 
the step of integrating an RFID tag and sensor module with the substrate. 

[0013] An additional feature of this invention is that the wireless devices or the 

sensors can also be geolocated anywhere by a global positioning system (GPS) and/or 
non-GPS triangulation means and can be interrogated remotely through the use of the 
Internet or by any other wireless device that can access a cell phone reader, thereby 
combining electronic product code (EPC) and cellular telephone technologies into a 
single platform. 

[0014] These and other objects, advantages and features will become readily apparent 

in view of the following detailed description of the invention. 

BRIEF DESCRIPTION OF THE DRAWINGS/ FIGURES 

[0015] The accompanying drawings, which are incorporated herein and form a part of 

the specification, illustrate the present invention and, together with the description, 
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further serve to explain the principles of the invention and to enable a person skilled 

in the pertinent art to make and use the invention. 
[0016] FIG. 1 depicts a block diagram of a modified cell phone serving as an radio 

frequency identification (RFID) reader with an RFID tag that is embedded in a 

disposable skin patch according to an embodiment of the present invention. 
[0017] FIG. 2 depicts a block diagram of a disposable fully integrated skin patch 

having an RFID tag and sensor module that includes an electronic chip, sensors and 

an antenna according to an embodiment of the present invention. 
[0018] FIG. 3A is a detailed illustration of the sensor shown in FIG. 2 including a 

chemical/physical barrier. 
[0019] FIG. 3B is an alternative embodiment of the RFID tag and sensor module 

shown in FIG. 2. 

[0020] FIG. 3C illustrates a disposable skin patch that is adapted to draw blood from 

a subject. 

[0021] FIG. 4 is a system diagram of an RFID diagnostics system for monitoring 

glucose with a modified cellular telephone that is adapted to read the patch of FIG. 1. 
[0022] FIG. 5 is a detailed block diagram of the RFID tag and sensor module that 

includes the electronic chip, the antenna and the sensor of FIG. 2. 
[0023] FIG. 6 is yet another block diagram of a RFID tag and sensor module. 

[0024] FIG. 7 depicts a system diagram of a modified cell phone that serves as a 

RFID reader for a disposable diagnostic flow-through RFID immunoassay strip. 
[0025] FIG. 8 is a detailed illustration of the immunoassay strip shown in FIG. 7. 

[0026] FIG. 9 is a detailed illustration of the sensor area of FIG. 8. 

[0027] FIG. 10 depicts a method of producing a disease-specific disposable RFID 

wireless sensor. 

[0028] FIG. 11 depicts a block diagram of an array of thin-film chemical sensors 

printed directly on an RFID substrate according to an embodiment of the present 
invention. 

[0029] FIG. 12 depicts the integration of RFID technology with Lab-on-a-Chip 

(LOC) technology according to an embodiment of the present invention. 

[0030] FIG. 13 depicts a modified LOC sensor combined with RFID technology that 

is read directly with a wireless device such as a cell phone. 
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[0031] FIG. 14 depicts the integration of passive RFID technology with MEMS 

sensors according to an embodiment of the present invention. 
[0032] FIG. 15 depicts a wine bottle that includes a cork with a RFID tag and sensor 

module therein. 

[0033] FIG. 16 depicts a smart cheese sensor according to an embodiment of the 

present invention. 

[0034] FIG. 17 depicts a generic low cost printable food-specific RFID sensor 

technology according to an embodiment of the present invention. 

[0035] FIG. 18 depicts a RFID stress sensor according to an embodiment of the 

present invention. 

[0036] FIGS. 19A and 19B illustrate the use of a RFID tag and sensor module for the 

detection of insect infestation within a structure. 
[0037] FIG. 20 shows a drug interaction test performed in a urine sample with a 

disposable RFID immunoassay strip according to an embodiment of the present 

invention. 

[0038] FIG. 21 shows a diagnostic passive RFID sensor network according to an 

embodiment of the present invention. 
[0039] FIG. 22 shows an identification (ID) and software retrieval method that 

enables any RFID reader to read/interrogate any RFID tag. 
[0040] FIG. 23 shows the integration of both passive and active sensor reader 

capabilities onto a single wireless chipset. 

DETAILED DESCRIPTION 

[0041] The technology described herein allows sensor technologies to be coupled to 

radio frequency identification (RFID) tags that provide both the power and the 
wireless interface for the sensor at very low cost. Another aspect of this invention is 
that common wireless devices such as cell phones can be modified to include the 
necessary logic and components to become RFID readers. The reader device can 
furthermore include a multi-protocol RFID reader capability, making it a universal 
reader for any RFID EPC tag or RFID-sensor tag, regardless of the manufacturer. 
This technology combination allows on the spot sophisticated processing of complex 
sensor data at a relatively low cost. The technology also allows RFID tags or sensor 
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tags to be accessed by the Internet using the wireless reader device as a sensor 
co m munication tool. Identification retrieval and on the spot software download into 
the reader therefore becomes possible. Using this dual technology approach, almost 
any type of sensor can be combined with a RFID tag as described in this application. 
As will be discussed herein, the sensor is adapted to respond to virtually any stimulus 
and communicate information pertaining to the stimulus wirelessly. The underlying 
principles of the technology are described in more detail in U.S. Patent Application 
SerNo. 10/761,362, filed January 22, 2004, entitled, "Radio Frequency Identification 
Based (RFID) Sensor Networks," that is incorporated herein by reference in its 
entirety. 

[0042] FIG. 1 is a block diagram of a modified wireless device typically a cellular 

phone 2 that includes a microprocessor and the necessary logic to serve as a "power 
up" and read device for a passive RFID tag that is mounted directly inside a 
disposable patch 4. As it is made clear in U.S. Patent Application Ser No. 
10/761,362, filed January 22, 2004, entitled, "Radio Frequency Identification Based 
(RFID) Sensor Networks," any modified wireless device can be used. For example, 
in lieu of a modified cell phone an RFID reader can be used and may include the 
necessary data processing, remote access and wireless link capabilities present in 
devices such as a cell phone. Furthermore devices such as a modified wireless PDA, 
a modified wireless computer, a modified cordless phone, a modified beeper or even a 
modified wireless watch may also be combined with RFID technology and be used as 
readers. In addition, as indicated above, the principles described in this application 
may be extended to technologies other than RFID. For example a cell phone that is 
Bluetooth equipped may be used to communicate with and power a remote modified 
wireless Bluetooth chip that is combined with the diagnostic sensor technologies 
described here. 

[0043] Ideally the RFID electronic chip technology is fully compatible with 

international RFID readers and tag standards making the technology completely 
universal and transparent in any country or for any class of RFID chip. At the present 
time these include Class 0, Class 0+, Class 1 and Gen-2 standards. Emerging RFID 
standards are referred to as Generation 2 or Gen-2 but other standards may emerge 
and be adopted in the future. It is one of the objectives of this technology to be 
compatible with as many standards as possible so that a modified cell phone or PDA 
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can read any given RFID tag or RFID sensor tag anywhere in the world. A multi- 
protocol RFID reader can be used and be compressed on a single electronic chip or be 
directly incorporated into the core chipset of a cell phone or wireless device. For 
example, the multi-protocol reader technology can be included into a 3G electronic 
chip with the Bluetooth protocol so that any 3G device can read any RFID electronic 
product code (EPC) tag, RFID sensor tag or Bluetooth sensor chip transparently. The 
cell phone or personal wireless device has remote access capabilities integrated 
therein. Thus a cellular telephone user can dial up any remote database or the Internet 
to access data from the RFID tag. In addition to having these capabilities and having 
RFID reading capabilities, the device may have other Internet access protocols such 
as Bluetooth, Wi-Fi, Broadband, WLAN, 3G or other emerging technologies that may 
allow free or low cost Internet access. Using these technologies will be particularly 
beneficial to fully exploit the full potential of the present invention. 
[0044] Patch 4 is typically attached to a subject (e.g., a person) but may also be 

attached to any location, device or object according to an embodiment of the present 
invention. In one embodiment, the stimulus may be temperature and the RFID tag 
and patch combination form a smart wireless temperature sensor. Accordingly, 
temperature can be directly measured remotely on a modified cell phone that can be 
used to process RFID data and warn a user of a wireless device about a temperature in 
a subject remotely. The patch is therefore a "smart" patch and the wireless device 
becomes a "smart" device in combination with the RFID-sensor. An example of an 
application is a worker or a firefighter who can self-monitor him or herself for heat 
stress and/or toxic fumes using a cell phone with RFID read capabilities. If the cell 
phone is Bluetooth equipped, in addition to doing sensor analyses, it may also send 
signals to both the firefighter directly into his or her ear but also remotely to a 
monitoring station. In addition as explained in US Patent 6,031,454, that is 
incorporated herein in its entirety real time precise geolocation of the firefighter is 
possible. 

[0045] Another example of an application for this technology is remote monitoring of 

a fever in a child or patient using a dedicated cell phone or similar wireless device that 
can be used to call another cell phone and warn a parent or a nurse of a temperature 
build-up in a given patient. For example a parent can place smart skin patch 4 on the 
forehead of a sick child and leave a device 2 to monitor the child remotely while the 
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child and the parent are at sleep. If the child develops a fever during the night that 
reaches a pre-set threshold device 4 will automatically warn the parent and the 
warning may be done in any remote location. In one embodiment the smart patch is 
used in hospitals and can remotely monitor a number of patients simultaneously. 
With the recent FDA mandate that drugs be labeled with RFID tags, both patients, 
drugs and in fact anything can be monitored in real time in "smart" hospitals. The 
readers in a hospital allow geolocation and therefore real time monitoring of the entire 
events in the hospital. Readers may also be directly connected to a network, thereby 
offering great flexibility in the infrastructures that are used. In one embodiment the 
temperature skin patch is a smart Band-Aid. 

[0046] In another embodiment of the present invention the RFID tag and skin patch 

combination includes a plurality of sensors that can be combined for different 
diagnostic applications that can be measured directly on the surface of the skin, 
transdermally, in skin sweat, in blood drawn directly onto a disposable skin patch. In 
another embodiment the skin patch may also be used to measure external parameters 
such as physical, chemical or electrical parameters or a combination thereof on a 
patient. For example the RFID skin patch may be used to monitor the heart or be used 
to monitor external factors affecting the skin such as radiation. 

[0047] FIG. 2 is a block diagram of a smart skin patch. 

As illustrated, patch 4 has an RFID tag and sensor module 11. RFID tag and sensor 
unit 1 1 combines an RFID tag with at least one sensor. Specifically, RFID tag and 
sensor module 11 includes an RFID electronic chip 10, a sensor 12, and at least one 
antenna 8. Typically the patch 4 is composed of a thin flexible support 5 that has an 
adhesive surface 7. Onto support 5 is mounted an antenna 8 typically composed of 
either a thin flexible metal film such as aluminum or material that is printed using 
doped inks or other flexible and highly conductive materials such as conductive 
polymers. The antenna may be printed on the external surface of the skin patch to 
avoid any possible skin contact or contamination. 

[0048] Antenna 8 powers RFID electronic chip 10. In one embodiment RFID 

electronic chip 10 is passive. Alternatively, as recognized by one of ordinary skill, 
RFID electronic chip 10 may be active. In either case, RFID electronic chip 10 is 
typically located on a disk 6 that includes one or more sensors 12. RFID tag and 
sensor module 1 1 form an integrated unit on substrate disk 6. Disk 6 may be either a 
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flexible substrate such as a plastic or a rigid disk that includes different types of 
semiconductor sensors. For example disk 6 may include a combination of an RFED 
tag and another low power sensor on a silicon substrate, whereby the RFED tag serves 
as power and wireless unit and the sensor serves as the sensing element. The term 
RFID tag refers to the combination of antenna 8 and RFID electronic chip 10. Power 
may be stored into the passive electronic chip by multiple cycles of external radio 
frequency (RF) energy. Using the combination of an RFID passive tag and energy 
storage capabilities complex sensors may be combined with RFID tags directly on a 
disposable skin patch. These sensors do not need any internal power, are disposable 
and can be geolocated. Typically the manufacturing cost will be less than $1, 
resulting in great savings, convenience and improved safety. 
[0049] Typically disk 6 and sensing elements 12 are protected by at least one 

protective layer 20. Accordingly, when patch 4 is positioned on the skin, layer 20 
makes direct contact with the surface of the skin. Layer 20 may be semi-permeable 
and may include specific chemistries that, in combination with the chemistries on 
each given sensor 12, aid in the detection of specific chemical or biological elements. 
For example protective layer 20 may filter certain proteins or cells and, at the same 
time, prime the chemistries for specific reactions on the sensor or sensors according to 
one embodiment. 

[0050] In addition disk 6 may also include more complex sensors that optically detect 

changes in blood chemistries and may include one or more diodes combined with 
sensors (not shown). For example small Schottky or back bias diodes may be used. 
Additionally using advances in polymers and other thin film technologies complex 
low power sensor-reader combinations may be printed or produced at very low cost. 
More complex sensors that are built directly on the electronic chip or an add-on 
electronic chip may also be used in the smart skin patch. 

[0051] The smart patch technology described here can therefore perform any number 

of different tests on a subject and be processed remotely by a wireless device such as 
a cell phone. The wireless device provides not only the power but also provides the 
means to analyze and process the sensor data on the spot. Therefore the processing 
requirements of the RFID tag and the sensing element are reduced, thereby reducing 
cost and power requirements and making the technology disposable. The wireless 
device can also provide step-by-step instructions to a user for each given type of 
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sensor. Since the RFID tag provides a unique ID to the wireless device this ID 
identifies uniquely the type of sensor used. New classes of RFID sensors may also 
become part of the emerging international RFID standards and have unique sensor 
identifiers. The data tables 68 are also capable of storing the identification number of 
each sensor. Additionally, the data tables 68 that analyze any given sensor may be 
stored on the chip, inside the cell phone or remotely. Therefore any cell phone can 
analyze on the spot any type of RFID EPC tag or RFID sensor tag, regardless of the 
manufacturer and as explained more fully in this invention. 
[0052] FIGS. 3A and 3B illustrate different types of elements that can be included on 

skin patch 4. FIG. 3 A describes one type of sensor 12. In this case a sensor surface 
34 is surrounded by conductive electrodes 28. Typically both are directly printed or 
deposited on a non-conductive surface 30. Methods for printing sensors are well 
known to those skilled in the art. As indicated above sensor surface 34 can be 
protected by another chemical layer or physical-chemical barrier 32 that can help 
filter or eliminate certain elements or refine chemical reactions that will occur on 
sensor area 34. Multiple layers of barrier or reactive surface 32 (not shown) can be 
used and can be layered one on top of the other serving as a method to separate 
different types of molecules and serving as reactive surfaces to absorb, eliminate or 
modify target molecules or reagents. Furthermore since disk 6 may be rigid, sensors 
and separating layers may include metals, surfaces with nanopores or any element 
comprising a simple or complex multilayer sensor. 
[0053] In addition different types of sensors can be used including sensors serving as 

reference or calibration sensors. Since power is provided by the passive RFID tag, 
any type of sensor or sensor combination can be used on the skin patch to respond to 
stimuli such as any type of external chemical, electrical or physical changes that can 
occur on the surface of the skin. It is recognized that responding to stimuli includes 
any measuring, detecting, and/or reacting by the sensors. 
[0054] Nevertheless, the orientation of disk 6 comprising the sensors may either face 

towards the skin or face away from it, depending on the given sensor application. In 
one embodiment the sensor may include a microelectronic circuit that can include for 
example at least one a diode or other optical means to do complex sensor analyses. 
Such sensors may be necessary for some applications of the technology where more 
simple sensing chemistries are not suitable. It will be appreciated that some of these 
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sensors may be built directly into the RFID electronic chip itself. This includes for 
example a programmable temperature sensor but may also include sensors that 
measure motion or small electric pulses on the skin. In one embodiment the skin 
patch is a cardiac sensor. In another embodiment the skin patch measures an external 
hazard to the skin or subject, such as radiation. In yet another embodiment the RFID 
skin patch includes a plurality of diagnostic sensors. 

[0055] FIG. 3B shows disk 6 as an entire integrated unit that comprises a coiled 

antenna 8, RFID electronic chip 10, and multiple sensor elements 12. The antenna 
can be mounted on one side of disk 6, while the sensors can be mounted on the other 
side. Using this approach and according to one embodiment, the integrated unit can 
be directly mounted onto a support 5 in a one step process. 

[0056] FIG. 3C shows another embodiment of the present invention. In this case skin 

patch 4 also includes a hard surface 40 that includes one or several micro knives 44 
meant to help draw a drop of blood into the sensor areas (not shown). Applications of 
this technology may include any diagnostic test where blood needs to be drawn. A 
disposable skin patch with RFID sensors that includes the micro knives would simply 
need to be pressed slightly on the skin to draw sufficient blood for an analysis causing 
minimal pain to the patient. The skill patch may even include a chemical to neutralize 
pain in the immediate area where blood is drawn. Once the patch is applied to the 
skin a read of the sensor is taken from wireless device 2. In one embodiment this 
wireless test using an RFID sensor is applied to blood glucose monitoring using a 
disposable RFID-skin patch and wireless device combination. If blood is drawn the 
sensor elements may include a filtering and separation mechanism (such as a surface 
with micro or nanopores). Furthermore in another embodiment the RFID sensing 
element may be separated from the blood drawing element and is reusable. The 
sensor element may then be more complex and may be included for example directly 
into a watch. 

[0057] In addition non-invasive methods to measure glucose levels or other bodily 

chemistries may also be used and combined with RFID technologies. These include 
the use of diodes or other optical means that can detect optical-chemical changes that 
occur. 

[0058] FIG. 4 shows how a skin patch 4 that includes RFID tag technologies, the 

proper sensor chemistries and a mechanical device as described in FIG. 3C can be 
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used in case of diabetes self-monitoring and insulin self-regulation using a modified 
wireless device such as a modified cell phone 2. Data is obtained from a disposable 
skin patch and processed by the microprocessor of a cell phone. In one embodiment 
the cell phone can then control via RF a remote insulin pump 50 that can be implanted 
in a body. In lieu of using a separate glucose monitoring device, periodic glucose 
tests are done directly on a modified cell phone using disposable RFED-sensor skin 
patches. This way the patient does not need to use two devices and can check directly 
abnormal results with his/her doctor in case of need. In some cases the skin patch 
may be reusable using reversible reactions on the sensor surfaces. In one embodiment 
reversal occurs by micro heating the sensor area using power provided remotely by 
the wireless device. The implications of the invention shown in FIG. 4 is that any 
RFID or Bluetooth sensor can be read by a device like a modified cell phone that can 
also serve as a control system for other wireless technologies that are dependent on 
sensor values. Device 2 may also allow direct remote monitoring of a given patient 
for other functions, remote alerts and access to a physician's Office or medical center. 
For example the device may monitor cardiac function on the smart skin patch, patient 
temperature, position, etc. 

[0059] FIG. 5 shows the basic elements of the RFID electronic chip 10. RFID 

electronic chip 10 is coupled to antenna 8 that may include separate send and receive 
elements (not shown). As discussed above, the combination of RFID electronic chip 
10 and antenna 8 is referred to as an RFID tag. Antenna 8 may be printed directly on 
a polymer or plastic substrate. The principles and operation of the RFID tag having a 
sensor input is described in detail in U.S. Patent Application Ser No. 10/761,362, filed 
January 22, 2004, entitled, "Radio Frequency Identification Based (RFID) Sensor 
Networks," which is incorporated herein by reference in its entirety. Additional 
reference is also made to Patent 6,720,866 Bl. 

[0060] Antenna 8 is connected to a power unit 60 with a voltage stabilization circuit, 

a controller 62, an identification unit 64 (which may be permanent or programmable), 
a memory unit 66, a sensor table 68, a thermistor or temperature module/sensor 70, 
and analog to digital converter 72 and an optional filter 74. Preferably, the 
temperature sensor 70 of the RFID electronic chip 10 is a very low power, highly 
accurate programmable unit that enables precise reference and calibration points for 
any application of RFID tag and sensor module 1 1. In addition, the electronic chip 10 
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may include an energy storage unit (not shown) that stores energy for the power unit 
60. This is important for sensors that exceed the available power to the passive chip. 
The device may be a Class 0 electronic chip as described in Patent 6,002,344, a Class 
0+ chip, a Class 1 chip, a Gen-2 electronic chip or any other RFID or Bluetooth 
electronic chip that serves as a basic platform and is modified to include a built-in 
precise temperature unit, a voltage stabilization unit, an AID converter and the ability 
to incorporate at least one or a plurality of sensors that are then incorporated into the 
devices described in this invention and form the basis for passive RFID-diagnostic 
sensors that can be directly read by common low cost wireless devices such as 
modified cell phones. Using the passive approach approximately 10 fiwatts of power 
is available to the sensors from the RFID chip 10. Furthermore voltage can be 
precisely regulated in the range of 1-5 volts, providing adequate power to most 
diagnostic sensors. 

[0061] The RFID electronic chip 10 is attached to one or multiple external sensors 12 

that receive power and are controlled by units 60, 62, 72 and 74. Sensors 12 and part 
of the electronic circuitry may be composed of low cost doped inks or conductive 
polymers as described in U.S. Patent Application Serial No. 10/382,606, entitled 
"Method and Apparatus for Wide Area Surveillance of a Terrorist or Personal 
Threat," which is incorporated herein by reference in its entirety. 

[0062] FIG. 6 illustrates another embodiment of RFID tag and sensor module 11, 

which includes RFID electronic chip 10, antenna 8, a substrate 55, conductive leads 
28, and a sensor element 12. For a number of applications, particularly diagnostic 
applications, at least one reference element 14 is used. In some applications the 
reference element or the sensor may include at least one optional shield 16. In one 
embodiment the shield 16 is a light shield that covers a radiation sensitive film to be 
used for a low cost radiation RFID tag and sensor module 1 1 that may be included in 
a skin patch for a patient or may be used for Homeland Security or defense 
applications. In one embodiment both the RFID tag and elements 14 and 16 serve as 
radiation detectors. Several types of radiation sensitive polymers or other thin film 
materials may be used and be printed directly on the antenna substrate, creating a very 
low cost RFID passive radiation sensor. Since different types of radiation sensitive 
materials may be used, both qualitative and quantitative radiation sensors can be 
produced at extremely low cost. Additionally radiation sensing diodes may be 
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included directly in chip 10, providing further low cost means to detect a radiation 
hazard. 

[0063] In one embodiment sensor 12 is a chemical sensor. Therefore both low cost 

chemical and radiation detectors can be included on a low cost disposable substrate 
that includes a wireless RFID tag and power unit. 

[0064] FIG. 7 shows the applications of another type of novel RFID-sensor 

technology combined with disposable flow-through assays to form a disposable 
wireless passive RFID immunoassay. Such assays can be included in disposable kits 
90 where the power is provided remotely by the low cost wireless device 2 and the 
analyses are also performed on said device or remotely via wireless links. 

[0065] FIG. 8 describes the technology of FIG. 7 in more detail. A flow-through 

immunoassay testing strip 90 includes a sample input port 92 and a substrate 94 that 
allows migration of the analyte on the assay by capillary forces. The assay includes 
one or multiple test areas 96 that are typically immobilized antibodies serving as a 
capture surface for specific antigens that flow through the test surface. Such tests are 
now commonly used to test for pregnancy, for the presence of specific proteins or 
toxins and for the detection of specific pathogens such as Streptococcus. Recently 
with the discovery of disease-specific biomarkers more complex tests are starting to 
become available. However using visual methods, such tests do not provide precise 
quantitative results and therefore is still generally limited to "yes" or "no" assays 
indicating simply the presence or absence of a given protein or bio-analyte. While 
tests have improved greatly to the extent that they have now been placed in the hands 
of the public the quantification of the presence or absence of given proteins remains a 
highly desirable goal. Such quantification can be now achieved by adding RFID or 
Bluetooth technology as shown in the present invention. An RFID electronic chip 10 
is added onto disposable device 90 and includes conductive leads 28 that go either to 
antenna 8 or to sensor areas 34. In order to avoid shorting electrodes 28 may be 
embedded into plastic leads 98 that can also serve as channels for the analyte flowing 
across sensor area 34. Printing of leads and channels can be done using ink-jet 
technology or other similar means and is a low cost technology well known to those 
skilled in the art. Leads may also be laminated or molded directly into plastic 
substrates. Other low cost assembly or production methods may also be used. 
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[0066] One of the test areas 96 may be a reference test area that measures the amount 

of moisture present on the surface or the presence or absence of given proteins or 
other analytes. In some applications the surface has to dry out before the results are 
read on the wireless device and this can be done automatically by using the reference 
strip or strips. In addition a window (not shown) may be used with a visual clue as to 
when the test is ready for analysis. For example if the test surface has to dry out then 
a simple color change may be used with a hygroscopic material that changes from red 
to blue depending on the level of moisture present on the RFED immunoassay strip. 

[0067] Using this method many different channels and tests can be performed 

simultaneously on a single disposable test strip. Furthermore this technology can be 
applied to different types of assays such as lateral-flow, flow-through or solid-phase 
assays or any assay where an analyte is carried across a surface. The methods to 
fabricate the basic separation surface are well known to those skilled in the art and 
may include nitrocellulose or other similar materials. 

[0068] FIG. 9 shows details of sensor area 34. Antibodies 100 are immobilized onto 

substrate 94 using printing or other standard deposition methods used for the 
fabrication of lateral-flow assays. As an analyte is carried across the test strip by 
capillary action, matching antigens 104 become attached to the antibodies. Such 
antigens could be proteins found in blood or urine, proteins found on surfaces of 
pathogens or they could be other biological molecules. The technology can be 
applied to any sensor situation with specific surface-to-surface interactions. In one 
embodiment this applies to proteins. In another embodiment to DNA or RNA. Hence 
disposable wireless RFID-sensor DNA assays that are read directly on a cell phone 
become possible with the technology described in the application. 

[0069] In order to allow conductivity between the two electrodes present in the sensor 

area, in some applications another layer of antibodies 106 can be added which are 
specific to antigen 104. This technique is generally referred to as a "sandwich assay" 
and different methods exist to conduct such assays. In this case instead of having 
dyes attached to the antibodies, conductive molecules 108 are attached forming a 
conductive layer within sensor area 34. Conductive molecules can be conductive 
nanoparticles, conductive proteins, metal particles that are attached to the protein or 
latex or other beads that are conductive. As indicated above if DNA or RNA is used 
then the conductive molecules can be attached directly then the matching DNA or 
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RNA strands. The release of the conductive molecules 108 may be timed such that 
the assay is a simple, one step process. 

[0070] In some applications the strip may need washing and drying before the 

measurement are done. The state of the sensor can be assessed electronically by using 
one or more reference test areas where the sensor consists simply of a material that 
absorbs water and therefore allows for the saturation level and status of the entire test 
surface to be measured. Such measurements can be done remotely by the cell phone 
using sensor data tables that are either stored on the RFID chip, on the memory of the 
cell phone or by downloading the correct sensor data tables from a remote location on 
the Internet or a remote location available through the wireless networks. This 
method allow on the spot complex analyses to be performed. 

[0071] Since the electrical conductivity of the surface area can be measured precisely 

quantitative results become possible on disposable wireless RFID electro- 
immunoassays. Furthermore the test area can become very small allowing for more 
tests to be done in a given area and therefore resulting in cost savings. In one 
embodiment the technology applies to high density DNA or RNA chips that are 
disposable. 

[0072] In addition to the conductive methods described above, other methods may be 

used that rely on RFID or Bluetooth as the basic low cost communication and power 
platform for a disposable RFID immunoassay. For example optical means may be 
used to assess the presence and level of a given protein. This is possible because the 
precise position of deposition of given antibodies is known and can match an optical 
reader. A dual system may be used where the disposable substrate with the protein or 
DNA test is inserted into a reader (not shown) that comprises an RFID power and 
communication module that can be read directly with a device like a cell phone, PDA 
or computer in a doctors office. 

[0073] Because it is low cost and is quantitative, the technology described in FIGS. 7- 

9 have broad market applications. In one embodiment it applies to Homeland 
Security, where instant checks can be performed by protective forces for example to 
confirm on-the-spot the presence or absence of a given pathogen. In one embodiment 
the technology is applied to food safety for the public. For instance using this 
technology trace elements can be detected in foods for people with certain allergies 
such as peanut allergies. In one embodiment the technology applies to medical self- 



17 



tests for a given medical condition (e.g. a heart attack). In one embodiment the 
technology applies to screening for a given medical condition such as a pre-cancer 
condition. 

[0074] The technology may also be miniaturized and be applied to micro or even to 

nanosensors with very small sensor areas with the power provided and relayed by a 
modified RFID or Bluetooth electronic chip to a remote wireless processing device 
such as a cell phone. 

[0075] FIG. 10 shows the steps involved in the fabrication of disease-specific RFED 

wireless detection strips. Typically results from Genomics or Proteomics research 
1 1 1 yield pre-disease or early disease specific biomarkers 1 12 associated with a given 
condition. Once these specific markers are identified, disease specific antibodies or 
surface receptors 113 can be isolated. These are then integrated into disease-specific 
RFED sensors 1 14 resulting in a final disease-specific self-contained testing kit 1 15. 

[0076] Using the approach described in FIGS. 7-10 any specific disposable 

wireless RFID test strip can be produced. Since each RFID tag 10 contains its own 
electronic identification number 64, wireless device 2 can immediately recognize the 
type of sensor involved and perform the correct analysis. This is because a given 
modified cell phone can download the necessary software, data tables, etc. from a 
remote location via a wireless link and can instantly become a "smart" device for any 
given type of RFID sensor. Furthermore since many different types of tests can be 
performed at once on the same disposable wireless platform, cross validation and 
calibration is possible. Because of the remote data access and remote processing 
capabilities of the wireless reader, the technology described here allows for ubiquitous 
sensing and analyses for any type of RFID sensor using a single common wireless 
platform such as a modified cell phone. The RFID-sensors do not need to use a 
battery and are therefore very low cost. Furthermore for some applications such as 
remote temperature monitoring the sensor is fully reusable. 

[0077] FIG. 1 1 shows the application of the technology for the measurement of a 

number of different gases simultaneously using a single disposable RFID-sensor chip. 
As part of the antenna substrate 55 an area 1 10 is composed of a plurality of different 
sensors 12 with conductive leads 28. Typically each sensor 12 is a different polymer 
or chemical that can react differently with chemicals present in the air. Because the 
sensors 12, the area 110 and the RFID electronic chip are on the same substrate, 
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fabrication costs are very low and the entire unit comprising the area 110 including 
sensors 12 can be assembled in a single step. 

[0078] Area 110 is typically exposed to the air to allow chemical reactions to take 

place. In one embodiment the sensor is enclosed in a sealed pouch (not shown) that 
can be opened at a given time by a user of the sensor to test a given environment. 

[0079] This "nose" technology and applications thereof is described in more detail in 

pending patent application serial U.S. Patent Application Serial No. 10/382,606, 
entitled "Method and Apparatus for Wide Area Surveillance of a Terrorist or Personal 
Threat," which is incorporated herein by reference in its entirety. 

[0080] FIG. 12 shows another embodiment of the present invention relating to Point- 

of-Care or diagnostic technologies. Specifically it combines lab-on-the-chip (or 
LOC) technologies with RFID-sensor technology as shown in 118. Lab-on-the chip 
technology is well described in the scientific literature and consists of multiple 
microfluidic channels 124 with either test, input or chemical wells 120. Reactions in 
wells 120 can be measured using RFID technology since conductive leads 28 from 
RFID electronic chip 10 can be linked directly to each of the test wells 120. An 
antenna can be printed or mounted in another layer of the electronic chip or directly 
on the back of the device. Furthermore the leads 28, the antenna and the electronic 
chip 10 can be embedded into the LOC chip, thereby preventing shorting of the 
electrodes or electronics. Since LOC allows complex sample separation and analyses, 
this technology allows LOC tests to be done independently of a complex or expensive 
reader. Rather a simple wireless device such as a cell phone or a PDA can be used. 
In one embodiment the cell phone also controls the separation and control of the 
microfluidics channels 124 for more complex LOC analyses. In one embodiment a 
LED and other electronic measuring or sensing devices are included in the LOC- 
RFID chip. Therefore this technology is disposable and allows complex tests that 
require separation and mixing to be placed directly into the hands of the public. 
[0081] FIG. 13 shows how a LOC-RFID sensor unit 1 18 can be read directly from a 

wireless device such as a cell phone, thereby bypassing the need for a LOC reader. In 
the case of LOC type analyses the data may be complex and exceed the processing 
capabilities of the low cost wireless reader. In this case the analyses can be performed 
remotely for example on a remote computer that can be accessed directly via a 
wireless link. For example a centralized location may be provided with a direct dial in 
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access that is available to user of the cell phone. Other communications systems may 
also be used. For example, as indicated above, a Bluetooth equipped cell phone, PDA 
or other device that is also RFID compatible may have a built-in means to directly 
access the Internet. 

[0082] FIG. 14 shows the integration of Micro Electro Mechanical System (MEMS) 

sensors 140 with RFID technology. In one embodiment, an RFID electronic chip 10 
with conductive leads 28 is combined directly with a MEMS sensor providing the 
power for the sensor. In one application MEMS sensor 140 includes a resonating 
surface 148. Antenna leads 8 are only partially shown and typically do not form a 
part of the sensor area. In this particular case, the leads 28 are exposed to the air and 
therefore the applications of the technology are more suitable for the detection of 
gases. However, a number of different MEMS sensor configurations are possible and 
only one is shown here. Because some MEMS sensors may require more power than 
what is typically available on an RFID passive chip, the electronic chip may be 
modified to step up the voltage and/or to store the necessary current required to read 
MEMS-type sensors. Alternatively the sensor may include a battery. 
[0083] FIG. 15 shows the integration of the RFID-sensor passive diagnostic 

technology applied to foods. In this case the sensor unit 10 is included into a wine 
cork 150 for "smart wine" applications. In one embodiment, an RFID electronic chip 
with conductive leads 28 is mounted directly within the cork 150 while the antenna 
(not shown) is typically outside the bottle and may form a part of the wrapping at the 
top of the wine bottle. The entire unit is inserted into wine bottle 155. In another 
embodiment the entire unit with the antenna forms a part of the cork. If the chemistry 
of the wine changes, the cork will deteriorate because of changes in the acidity of the 
wine and this can be measured electronically externally with a wireless device such as 
a modified cell phone 2. Therefore prior to purchase by using a modified cell phone 2 
the consumer can immediately spot a bad wine bottle from a good one. Such 
applications are particularly relevant for expensive wines that must age for quite a 
while and are subject to many changes in temperature, etc. In another embodiment, 
the RFID tag technology described herein can include a temperature module and a 
memory, the entire temperature storage profile of the wine can be recorded on the 
RFID passive tag and can be retrieved by the consumer on a cell phone prior to 
purchase. If, for example, the wine was not stored properly this will be known by the 
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consumer. The temperature profile for the wines can be stored on the electronic chip 
by periodic "power up" cycles or can be stored remotely and retrieved directly from a 
remote database using the wireless device via a wireless link. Other power and 
storage means may also be used. Such applications are particularly relevant for "high 
end" wines. 

[0084] FIG. 16 shows yet another embodiment of the present invention as applied to 

other food items and in this case "smart" cheeses. Cheeses, like wines, can turn bad 
without the knowledge of the consumer and prior to opening the package. In this case 
a cheese 170 includes an electronic RFID label that also includes a sensor pad 176 
with at least two sensors 178 and 180. In FIG. 16 neither the antenna nor the RFID 
electronic chip are shown for the sake of simplicity. One sensor may be composed of 
a hygroscopic material to determine the moisture level of the cheese 170. The other 
may be a polymer that is sensitive or reactive to certain smells associated with the 
aging or degradation of the cheese 170 as a result of bacterial action. If the cheese 
170 turns bad it is typically because the moisture level is incorrect or because it has 
become degraded by bacterial action. By using several sensors a precise assessment 
of the quality of the cheese can be assured remotely by the consumer prior to purchase 
using a cell phone 2 with RFID reader capability. The type of sensor ID is matched 
with data tables and processing instructions that can be downloaded directly into the 
cell phone. See U.S. Patent Application Ser No. 10/761,362, filed January 22, 2004, 
entitled, "Radio Frequency Identification Based (RFID) Sensor Networks," which is 
incorporated herein by reference in its entirety. 

[0085] FIG. 17 shows a general printable passive RFID diagnostic food tag 

technology 202 that includes a sensor 204 that determines if the given food item has 
gone bad. The tag 202 is typically mounted in plastic and includes an RFID 
electronic chip 10 and an antenna 8 mounted on substrate 55. Also included are 
conductive leads 28. In one embodiment, all areas except sensor 204, limited by area 
206, are laminated in plastic or the body of the storage unit (e.g. milk carton) to avoid 
shortage of the electrodes or conductive leads 28. Therefore, this sensor can be 
included directly into a liquid or a food surface with a high level of humidity. 

[0086] A sensor cap 208 is deposited on sensor area 204. Sensor cap 208 contains a 

chemical that is specific to the food item and that becomes reactive only if the food 
turns bad. For example, the sensor tag can be included directly into meat packages on 
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the surface of the meat itself. The RFID tag can contain all the information on the 
meat itself (price, date of packaging, etc.) but in this case the consumer will also be 
able to determine the occurrence of bacterial contamination. This is because sensor 
cap 208 can be made to be highly sensitive to enzymatic action by specific bacteria. 
If a given type of bacteria is present on the surface of the meat they will start 
preferentially degrading sensor cap 208. Sensor cap 208 is typically waterproof and 
contains a doping substance that will favor enzymatic degradation for each type of 
bacteria. This will allow exposure of the electrodes and will change the conductivity 
on the surface of sensor area 204. 

[0087] The same principles can be applied to any situation with a specific chemical 

interaction. For example the technology can be mounted directly inside milk cartons. 
If milk has gone bad then its chemistry will change and the change of chemistry can 
be tailored to specifically react with sensor cap 208. It will be appreciated that many 
different sensors can be used with a single RFED chip, therefore allowing 
identification of specific types of bacteria. Furthermore, in another embodiment, the 
thickness of sensor cap 208 is varied in different sensors thereby allowing an 
assessment of the quantity of bacteria present. If more bacteria are present the sensor 
caps 208 will degrade faster and the thicker sensor caps 208 will degrade last. 
Therefore, this technology provides a general low cost solution for the food industry 
and combines electronic RFID tag labeling with very low cost sensing technology. 

[0088] FIG. 18 shows a diagnostic application of RFID passive sensors applied to 

stresses. In this embodiment, an RFID-stress sensor 295 is provided that is composed 
of two distinct parts. The first one forms a power and communication unit 290 that 
includes an RFID tag and an antenna 8. Unit 290 is connected to a sensor 260 that 
includes attachment points 270, typically allowing a rigid mounting, stretchable leads 
275 and a connection area 280. Typically, connection area 280 is an easy "plug in" 
type to allow the user to easily mount the sensor onto any type of surface. Both 
components form a stress sensor unit 295. 

[0089] The technology works as follows. Stress sensor 295 is firmly attached by a 

user through the use of attachment points 270. Stress sensor 295 may be attached 
with skews or special glues to areas where possible structural stresses may occur and 
need to be measured remotely. Typically sensor 260 is composed of a thin film of a 
material such as a flexible metal strip that may be enclosed in a thin film of plastic 



22 



(not shown). Any metals that are highly conductive and that can be stretched may be 
used such as aluminum, gold or copper. Area 290 is not attached and therefore is not 
subject to the stresses. Conductivity measurements are taken periodically via a 
remote wireless reader such as a cell phone and stored in memory or on a remote 
database. Low cost wireless devices such as modified cell phones or RFID tag 
readers may be mounted close to the sensors and are used to periodically monitor 
stresses. If stresses occur the sensor 260 will expand. Since the temperature reference 
is known, changes in the conductivity or resistance of the strip can be precisely 
measured. Because this technology is wireless and has no batteries, it is meant for 
long term monitoring in areas where visual access is difficult or not possible. This 
includes hidden structural beams in building, bridges, etc. but also any areas of high 
stresses (airplanes, homes, etc.). Stresses may also be monitored more dynamically 
with resonating MEMS structures or accelerometers as indicated in FIG. 14. A 
number of other methods may also be used such as compression measurement using 
piezoelectric materials, loss of conductivity in leads that break or snap as a result of 
stresses, etc. Broad market applications exist for the technology, for example insertion 
of a wireless RFID sensor in windows for "smart" home applications, etc. 
[0090] FIGS. 1 9A and 1 9B show yet another application of the technology applied to 

an RFID-insect sensor such as a termite sensor. In FIG. 19 A the entire sensor unit is 
enclosed in a unit 310 that is highly attractive to termites such as a block of wood. 
Unit 310 can form a "plug" of a standard size that is inserted into structural wooden 
supports. The unit comprises an antenna 8, an RFID electronic chip 10 and leads that 
are shown in more detail in FIG. 19 B. 
[0091] FIG. 19B shows the details of the technology in one embodiment. Conductive 

leads 28 are separated by a spacer 320 that is made of non-conductive material that is 
highly attractive to termites such as wood. If termites are present then spacer 320 will 
be eaten and the spacer separating electrodes or leads 28 will disappear. Electrodes 
28 may be forced together by a spring (not shown). When the spacer has disappeared 
the electrodes short out and therefore it is known that termites are present. In case 
electrodes such as shown in FIG. 19B are used a mounting power unit similar to 290 
(FIG. 18) may be used. Other simple conductive methods may be used for this type 
of sensor. 
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[0092] Because this is a low cost wireless technology with no batteries, the 

technology can be used in hidden areas such as structural supports in houses, etc. The 
technology can be used to monitor remotely any type of insect damage, or may even 
be applied to pathogens such as bacteria using surface-specific materials that degrade 
only in the presence of certain enzymes. 

[0093] FIG 20 shows the uses of the technology for drug interaction testing or for 

general medical self-testing for any given condition. In one embodiment after drug 
360 is taken a disposable wireless RFID sensor strip 90 is placed in a urine sample 
364. Such strips may be provided for free with given drugs where certain toxicities 
may occur as a result of combination with other drugs. Using a low cost wireless 
device such as a cell phone 2 with RFID multi-protocol reader capability, complex 
drug interaction tests can be performed on-the-spot at a very low cost. This is 
possible by wireless access to cell phone towers 380, access to Internet 390 and to a 
remote storage/ data processing unit 400. In one embodiment remote storage/ data 
processing unit 400 is embodied as a computer or electronic database. Accordingly 
through the use of computer 400 (hereinafter remote storage/ data processing unit 400 
shall be referred to as computer 400), a patient can either download data to computer 
400 or upload into the cell phone the necessary information to conduct any given test 
by matching the ID of the RFID sensor with given software and data tables stored 
remotely on computer 400 via link 392. In one embodiment computer 400 is a 
computer in a doctor's office. In another embodiment computer 400 is a drug 
interaction database of a pharmaceutical company. In yet another embodiment 
computer 400 is a computer containing reference tables for all types of RFID sensors. 
Since the RFID identifies each test uniquely a match of data, analyses protocols 
and/or software is assured. The principles described in this embodiment extend well 
beyond drug testing. By using disposable RFID test strips 90 with specific receptors 
to specific biomarkers, tests can be performed for any medical condition directly by a 
patient using a wireless device such as a modified cell phone. As biomarker 
discovery becomes more refined common wireless technologies can become used for 
self-diagnostics for almost anything using low cost wireless technologies such as cell 
phones. Such low cost diagnostic tests will be important in settings where 
sophisticated laboratory equipment is not available but where cell phone technology is 
available. The use of the technology described in this embodiment may be 
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particularly relevant for less-developed countries where sophisticated laboratory 
equipment is not always available locally. 
[0094] FIG. 21 shows the general applications of passive diagnostic RFID sensors to 

wireless sensor networks and wireless devices, wireless geolocation, the Internet, 
remote database access, remote data storage and remote data analyses. Specifically as 
described in this application a passive RFID diagnostic tag 10 can be used to identify 
any given hazard 460 in any given location. Wireless tag 10 can be activated by 
wireless device 2 via a wireless link 480. The microprocessor and RFID reader 
within wireless device 2 enable processing functions 500, which include reading, 
analysis and geolocation by a global positioning system (GPS) or a non-GPS means. 
The reading, analysis and geolocation by GPS or non-GPS means is described in US 
Patent 6,03 1,454 that is included herein by reference in its entirety. Wireless device 2 
can communicate to a proximal cell phone tower or receiver 380 via wireless link 510 
or indirectly by other existing or emerging wireless communication means such as 
Bluetooth. Cell phone tower 380 is linked to the Internet 390 or the wireless networks 
via soft or hard links 520 and to at least one remote computer 400 via soft or hard link 
540. Remote computer 400 allows the functions 550, including the storage of RFID 
tables and associated software to analyze on the spot any given diagnostic RFID 
sensor tag 10. In addition using soft or hard links 630 any remote wireless device 600 
may be used providing the functions 620 allowing remote access of any given RPID 
sensor tag via wireless device 2. 
[0095] The implications of FIG. 21 are the following. Any wireless device 600 in any 

given geographical location can interrogate any given RFED-sensor 10 in another 
location. Sensor 10 may be a plurality of diagnostic sensors. For example a simple 
application is the following. Sensor 10 may be a temperature sensor located in a 
second home and include a smart sticky patch that is placed on a pipe. The owner of 
the home can check remotely the temperature in the home from any given location to 
determine for example if pipes are at risk of freezing. Two-way functionality is built 
into device 2. That is device 2 can be programmed to dial or send data remotely or be 
activated and queried at any time from any location. 
[0096] FIG. 22 explains in more detail the functions in FIG. 21 and those described in 

this invention. Any RFID wireless reader can be used to read a compatible RFID 
passive sensor but a clear improvement is to use a multi-protocol reader (such as a 
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Gen-2 enabled reader). A further improvement is to put the multi-protocol reader 
capability directly on a single chipset and most preferentially this chipset is the core 
electronic chip of a common wireless device such as a cell phone. It will be clear to 
those skilled in the art that the reader capability may also be integrated on a separate 
electronic chip that can be included in a computer as part of a plug-in smart card or 
even an RFID reader device connected to or built-in a Universal Serial Bus (or USB) 
port or similar convenient connection means. Such a device is most useful for 
example for a physician's office where the diagnostic functions of passive RFID 
diagnostic sensors described here can be fully exploited. In addition the devices 
described here may be compatible with Bluetooth, Zigbee or other emerging 
technologies, allowing further flexibility. 
[0097] For consumer applications interrogation of any given RFID tag can be 

performed easily on a modified cell phone that includes either a special RFID read 
button or by pressing a series of existing keys on a keypad. Once a given tag is 
activated, the reader device can retrieve the ID number of the tag as shown by 
function 700. The reader may or may not initially recognize the tag as shown in FIG 
708. If the new international standards are adopted for RFID sensor tags then such 
recognition will be standard and can be integrated with either the tag itself and/or a 
data table in the reader 2. If the ID of the sensor tag is recognized then the reader 
device may or may not have the necessary software and processing ability to analyze 
said sensor as shown in 716. If the software is available then the analysis can be 
completed immediately as shown in 746. However if the software is not available 
then the device must first obtain it from a given remote database 400 via function 720. 
This may be a centralized database for RFID tags or a diagnostics database that is 
accessed only by paying an access fee. Subsequently, the ID of the RFID sensor is 
matched to a given class of sensor (e.g. a glucose sensor) and the software and/or 
instructions for the analyses are downloaded into the reader 2 as shown in function 
738. The device is then equipped to perform the analysis 746. Additional 
communication with computer 400 may occur if the analyses are complex (e.g. neural 
net or multivariate) and exceed the processing capabilities of the reader. Results are 
subsequently displayed on the cell phone or reader as shown in 758. Alternatively 
results may be displayed or stored remotely (e.g. in a doctor's office, etc.). The 
pathway described above is not limited to passive RFID diagnostic sensors. It can 



26 



also include EPC tags, other RF tags or sensors such as Bluetooth and other wireless 
functions such as smart shopping or "smart wallet". 

[0098] FIG. 23 shows the integration of the two types of sensor reader functions into 

a single wireless reader and a resulting new type of wireless chipset that can be 
included into any wireless reader. Starting with device 800 and as explained in 
patents 6,031,454 and Patent Application US 2004/0119591 A 1 by the present 
inventor that are incorporated by reference in their entirety, a wireless device such as 
a cell phone may be modified to accommodate any number of sensors 816, including 
diagnostic sensors. These are typically "active" sensors since they are directly 
connected to the wireless device itself. An example of this is a cell phone that is also 
a person-specific asthma detector as described in Patent Application US 
2004/01 19591 Al. In addition to this capability, any wireless device 2 such as a cell 
phone may also be modified to interrogate remotely any active or passive wireless 
sensor 4 as described in this application. This capability most preferentially is a 
multi-protocol capability and includes emerging standards such as Gen-2, other future 
international standards for RFID and Bluetooth. 

[0099] The cell phone may already have other multi-functionality integrated therein 

(such as Internet access). A widely adopted emerging standard is referred to as Third 
Generation or 3G functionality that is included directly into the chipset. 

[00100] In this invention the ability to read any "plug-in" sensor and any remote 

wireless sensor are combined in 850 and results in a new multi-function chipset that 
allows any wireless device to read any sensor, whether a "plug-in" sensor or a remote 
wireless sensor. Most preferentially these ' capabilities are included into the core 
wireless electronic chip (such as the 3 G chip), thereby extending the capabilities of 
the wireless device to read and analyze instantly any type of sensor, RFID tag, RFID- 
sensor tag or Bluetooth sensor, regardless of the manufacturer, location or nature of 
the sensor. 

[00101] As described in the above embodiments, wireless passive RFID sensors can be 

used for many different types of diagnostic applications in the consumer markets, 
defense and Homeland Security, building security industry, medical diagnostics 
industry, food safety industry, and for home safety and other applications using a 
common wireless device such as a modified cell phone. This technology provides 
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great convenience to consumers, to workers or to any person concerned with the 
detection of external threats or having special medical needs or concerns. 

[00102] The diagnostic sensor technologies described here can also be adapted to 

networks and to national emergencies, where tagged items can be read remotely 
(thousands of feet), by employing special high power readers. 

[00103] While various embodiments of the present invention have been described 

above, it should be understood that they have been presented by way of example only, 
and not limitation. It will be apparent to persons skilled in the relevant art that 
various changes in form and detail can be made therein without departing from the 
spirit and scope of the invention. Thus, the breadth and scope of the present invention 
should not be limited by any of the above-described embodiments, but should be 
defined only in accordance with the following claims and their equivalents. 
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